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• Insurers offer some pandemic cover although usually at 

significant cost and limited to certain covers

• Small commercial market with vast majority of exposure 

covered by pooling arrangements due to market dislocation 

post-9/11 

• Deploy Howden tools & expertise to enhance your own 

underwriting & exposure management.

• Stress-test business plans – model & visualise the 

implications of strategic portfolio shifts and adapted 

approaches in underwriting.

• Identify areas for profitable & diversifying growth in the 

context of current market conditions.

• Analyse how peers monitor their own View of Risk (VoR) & 

how they would perform using the Markel International VoR 

to understand key differences in approach.

• Gain unique and relevant insights into:

• validating cybersecurity posture and technographic 

model adjustments.

• identify sources of aggregation that are poorly calibrated 

by model vendors.

• improve modelled outputs with greater granularity.

• Market still growing although increasing unease at nation-

state involvement in cyber attacks



• Lead the Impact Forecasting Terrorism and Political Violence modelling team at Aon for 5 

years

• Lead analyst for Aon’s engagements with pools (Pool Re, Extremus, Gareat, NHT, SASRIA)

• Developed Aon’s computational fluid dynamic capabilities (blast modelling)

• MSc In Forensic Explosives and Explosive Investigation

• Part of the Life modelling working group (alongside Pandemic team)

• Set up and built out Aon’s cyber modelling capabilities internationally

• Built it from one team member to 15 analysts

• Led development of first IED, ILC and threat intelligence function

• Moved to Howden Re to as Head of Cyber Data and Analytics



Toby Lampier
Director – Head of Broking & Markets

Toby brings with him over 10 years of reinsurance treaty 

broking experience and an intimate knowledge of Cyber 

markets across rated carriers and ILS; broking the largest 

reinsurance and retrocessionary placements in the market. 

Toby was a founding member of the Aon Cyber reinsurance 

broking team, focusing on strategic and transactional Cyber 

reinsurance for a broad spectrum of clients globally.

Matthew Webb
Director – Head of Clients & Strategy

Matt spent the previous 18 years at Hiscox where he 

undertook a variety of underwriting roles including Group 

Head of Cyber and most recently as Line Underwriter for 

Cyber, setting up and growing their Lloyd’s portfolio to over 

$80m GWP. During that time Matt Chaired the LMA Cyber 

Business Panel and led the project to develop the new LMA 

War exclusions.

Jack Sandford
Director – Senior Broker

Jack brings over 10 years’ experience in the (re)insurance 

industry, with a background in Cyber analytics. Now working 

as a Cyber reinsurance broker, helping established clients 

leverage innovative products and analytics to optimise their 

treaty purchases, while working with new clients to help 

develop business plans to launch Cyber products and place 

appropriate reinsurance protection.

Patrick Bousfield
Managing Director – Senior Broker (Bermuda)

Anke Salm

Managing Director

– Broker (Europe)

Cecilia Assmundson
Associate Director - Cyber Data & Analytics

Cecilia has over 7 years’ experience in Cyber analytics and 

exposure management working previously at Aon and Chaucer. 

Cecilia has a deep understanding of the different model vendors 

and worked on modelling for a range of clients to support 

retrocession & reinsurance placements. She has been driving the 

development CyberNova; our proprietary Industry Exposure 

Databased (IED).

Mark Lynch
Director – Head of Cyber Data & Analytics

Mark is leading our Cyber specific Data and Analytics function. A 

thought leader at the forefront of Cyber Exposure Management with 

15 years’ experience. Helping to build the first ILS collateralized 

Cyber placement, the first mono-line Cyber syndicate, bringing 

pension fund capacity to Cyber (re)insurers and is a highly skilled 

modeller, achieving optimal results for clients. 
Ken Kim

Managing Director

– Broker (US)

Harriet Gruen
Director – Head of Threat Intelligence

Harriet is the Head of Cyber Threat Intelligence at Howden Re, 

building insurance focused threat intelligence products. Harriet has 

systemic risk modelling and threat intelligence experience in the 

insurance and financial services industry, including at AXIS 

Capital, Tokio Marine Group and HSBC. She is currently a 

European Cybersecurity Fellow as part of the European Cyber 

Conflict Research Initiative (ECCRI) and holds a CISSP 

certification. Harriet has an MSc from the London School of 

Economics.. 

Broking

Data, Analytics & Intelligence

Luke Foord-Kelcey
Managing Director – Global Head of Cyber

Luke joined Howden Re in 2023, bringing over 20 

years’ experience of Cyber insurance and reinsurance 

broking & underwriting roles.  Prior to joining Howden 

Re, Luke founded and led one of the largest Cyber 

reinsurance & retro broking teams.  Before entering the 

insurance market, Luke was a lawyer in private practice 

at Barlow Lyde & Gilbert (now Clyde & Co).

Ioannis Spanos
Associate - Cyber Actuary

Ioannis joined Howden as a Cyber Actuary in 2024, bringing a 

robust foundation in Mathematics, Statistics, and Data Science. He 

recently earned a Master’s degree in Statistics and Data Science 

from Imperial College London, where he specialized in areas such 

as Machine Learning, Deep Learning, and Survival Models. His 

thesis focused on Extreme Value Modelling with Missing Data, 

showcasing his expertise in tackling complex statistical challenges.

Wolfram Schultz

Head of Casualty & Cyber

– Continental Europe

Senior resource with Cyber expertise

Leadership

Paddy has 15 years’ experience as a specialist 

insurance/reinsurance broker in a variety of markets, 

including Canada, London and the US. He has previously 

worked at Gallagher Re in London as an original member of 

the Cyber team, before founding the US Office.

Josh Everdell

Managing Director

– Global Head of Casualty

Steve Hanke

Managing Director

– Broker (US)

Carrie Byler

Managing Director

– US Head of Casualty

Craig McCoig-Lees

Director

– Broker (Singapore)

Adam Matteson

Director

– Broker (Australia)





As a base principle if you (re)insurer properties in Florida 

(hurricane risk), California (earthquake) and Minnesota 

(winter storms)  then you should diversify away from one 

peril

However, some events, like Irma (modelled) were 

potentially large enough to dislocate the entire market

As a result, significant time and effort 

has been made to move the market 

from a concentric circle approach 

(upper graph) to a shift towards 

computational fluid dynamics (lower 

exhibit)

This allows insurers to get a bespoke 

footprint for a blast taking into 

consideration building density, street 

networking and construction

Sources: NHC, Synthetik, Royal Holloway
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For cyber the central emphasis is mapping technology stacks 

(who uses what software) and vulnerabilities (who has exposure to 

a particular threat). This is usually done through outside-in 

scanning and underwriter questionnaires

For pandemic modelling, the only real way to build a model of 

potential impact is to model the conditions for each viral strain. 

This means that the number of permutations will dramatically 

outstrip the means available to the insurance industry

Sources: Howden analysis of our industry exposure database, Bokelmen 

et al.



Despite hijacking being a small overall component of the global 

incidences of terrorism since the mid-90s anchoring bias 

towards 9/11 mean it has a disproportionate impact on the 

market

Source: Global Terrorism Database 

Cyber incidents have being going up materially in the last 2-3 

years however these have been attritional events led by criminal 

gangs. These events are seen by most security experts as 

independent of catastrophic potential

Source: Howden analysis of NCC data



Without specific knowledge of a country’s geopolitical history 

can lead to insurers to extrapolate from historical incidents that 

are no longer relevant. For example, the significant volume of 

bombings in the 1980s and 1990s in the UK is irrelevant for 

forward looking projections for 2026

The Baltic exchange bombings by the IRA actually facilitated the UK 

setting up one of the first terrorism pools (Pool Re)

For perils like cyber and pandemic (and CBRN terrorism) where 

there are no historical precedents then there is a heavy reliance 

on expert survey data. There is a large body of academic 

literature that suggests that subject matter experts are still prone 

to catastrophising and recency bias

Source: Howden analysis of CyberCube Event Rates
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Limit ($)

Attachment

Event XL

Limit ($)

Attachment

Cat Agg

Limit (% of 

Premium)

Attachment (% 
of Premium)

Aggregate Stop Loss

Event XL Cat Agg Stop Loss

Multiple Events Covered No Yes Yes

Catastrophe & Attrition Cat Only Cat Only Cat and Attrition

Reinstatements Yes (additional cost No No



• Geolocation data – this has to be at lat/lon 

level at worst. Postal or above leads to 

skewed concentrations

• Building construction – significant impact on 

severity in particular projectiles from 

fragments 

• Elevation data (life) – If employees are on 

upper floors they may be shielded form 

major effects of explosives

• Time of day (life) – knowing the work to 

home transition helps (re)insurers model 

concentrations depending on time of day

• Revenue and industry classification – base 

assumptions in cyber models use these two 

variables if they are incorrect this will skew 

results

• Parent/subsidiary flags – knowing if you are 

talking about Toyota group or a subsidiary 

of Toyota in Finland makes a huge 

difference

• Secondary modifiers – security controls 

such as patching and network segmentation 

can materially change losses but this isn’t 

always flagged

• Event cancellation – standardisation of data 

capture for this peril key for continued 

support for this class

• Non-damage BI costs – these are vary rarely 

if ever codified into an EDM format, that 

needs to change

• Life data – age profile and pre-existing 

conditions vital for modelling, living 

conditions (multi-generational households) 

vital as well

• Geographic information – in territories 

where there are state or municipality level 

decisions on preventative measures this 

needs captured



• Prior to the COVID-19 pandemic most pandemic models 

were relatively rudimentary and used prior events such as 

SARS of Spanish flu (shown below) to model severity

• Like Earthquake modelling the gaps between events mean 

that there is a high degree of uncertainty in severity 

modelling

• Due to the significant volume of military testing of explosives 

and CBRN agents knowledge about the impact of explosives 

is well understood

• This means that (where required) terrorism modelling can be 

incredibly accurate

• Deploy Howden tools & expertise to enhance your own 

underwriting & exposure management.

• Stress-test business plans – model & visualise the 

implications of strategic portfolio shifts and adapted 

approaches in underwriting.

• Identify areas for profitable & diversifying growth in the 

context of current market conditions.

• Analyse how peers monitor their own View of Risk (VoR) & 

how they would perform using the Markel International VoR 

to understand key differences in approach.

• Gain unique and relevant insights into:

• validating cybersecurity posture and technographic 

model adjustments.

• identify sources of aggregation that are poorly calibrated 

by model vendors.

• improve modelled outputs with greater granularity.

• As there has been a high level of cyber claims for standalone 

cyber incidents there is significant data to extrapolate 

severity to the wider market

• What isn’t known is what the implications are for phenomena 

such as demand surge of “hive mind” security

Source: Marcus Hutchins.comSource: EXSIM CFD SoftwareSource: Taubenberger and Morens (2006)



• Public appetite for further lockdowns or protection measures 

will differ from country to country and will be based on the 

political climate

• Significant implications for the severity of loss which is 

decided in the middle of an event’s trajectory

• The responsibility for decontamination post-event is vague in 

a number of countries. 

• In most circumstances, the decontamination costs would be 

higher than any PD costs

• Deploy Howden tools & expertise to enhance your own 

underwriting & exposure management.

• Stress-test business plans – model & visualise the 

implications of strategic portfolio shifts and adapted 

approaches in underwriting.

• Identify areas for profitable & diversifying growth in the 

context of current market conditions.

• Analyse how peers monitor their own View of Risk (VoR) & 

how they would perform using the Markel International VoR 

to understand key differences in approach.

• Gain unique and relevant insights into:

• validating cybersecurity posture and technographic 

model adjustments.

• identify sources of aggregation that are poorly calibrated 

by model vendors.

• improve modelled outputs with greater granularity.

• While it is possible to identify who is using what  cloud 

system its much harder to identify what they are using it for

• Outages to AWS, Google Cloud and Microsoft Azure have not 

been long enough to test this

Small Medium Large

Healthcare 49.0% 45.5% 31.1%

Financials 58.7% 54.0% 34.9%

Banking 49.0% 45.5% 31.1%

Retail 39.3% 36.9% 27.2%

Manufacturing 39.3% 36.9% 27.2%

Energy & Utilities 39.3% 36.9% 27.2%

Oil & Gas 20.0% 19.9% 19.5%

Aviation 39.3% 36.9% 27.2%

Marine 19.8% 19.2% 16.5%

Information Technology 58.7% 54.0% 34.9%

Agriculture 20.0% 19.9% 19.5%

Source: ALOHA (DHS software) Source: Lloyds Cloud Cascade TemplateSource: Sawant (2023)



Market expectation remains that any nuclear attack would have 

to have element of state-sponsored behaviour and should be 

excluded  

Following the Ukraine invasion in 2022 reinsurers strongly influenced the 

market into adopting cyber war exclusions to protect against significant nation-

state activity. This is still highly controversial (particularly outside Lloyds)

Source: Japanese Department of Health, Pinnacle One
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South Africa Yes No No
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United States No Yes No
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Note: Global market based on premium and loss ratio data from Howden and third parties, including NAIC, Lloyd’s and Beazley. Source: Howden
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Premium flows across the cyber (re)insurance market





Howden Re

One Creechurch Place, London EC3A 5AF

T: +44 (0) 20 7398 4888

E: howdenreinfo@howdenRe.com

www.howdenre.com

Howden Re is a trading name of Howden Reinsurance Brokers Limited and TigerRisk Partners (UK) Limited, both part of Howden Group Holdings. Howden Reinsurance Brokers Limited is authorised and 
regulated by the Financial Conduct Authority in respect of general (re) insurance distribution business (FRN: 531097). Incorporated in England and Wales under company registration number 7142031 with 
registered office at One Creechurch Place, London EC3A 5AF. TigerRisk Partners (UK) Limited is authorised and regulated by the Financial Conduct Authority (FRN: 552051). Incorporated in England and 
Wales under company registration number 07524836 with registered office at One Creechurch Place, London EC3A 5AF. Calls may be monitored and recorded for quality assurance purposes.
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